pfSense] Regles de pare-feu

Introduction

Vous pouvez configurer aisément vos propres regles de pare-feu sur pfSense depuis l'interface

web.

Cependant, vous devez comprendre quelques notions primordiales pour pouvoir le faire.

Manuel

Accéder a la table des regles

Tout d'abord, depuis l'interface web, rendez vous dans Firewall > Rules :

Aliases
Status / Dashboard NAT

Rules
Schedes FOO |
Name home-r-pf01.pfsense.neopipe. Traffic Shaper
User admin@192.168.2.1(130.180.  Virtual IPs

System QEMU Guest
Netgate Device ID: 699162e4871143¢61d21

BIOS Vendor: SeaBIOS
Version: rel-1.16.2-0-gea1b7a073390-prebuilt.gemu.org
Release Date: Tue Apr 12014

Version 2.7.0-RELEASE (amd64)
built on Wed Jun 28 03:53:34 UTC 2023
FreeBSD 14.0-CURRENT

T mis on the | sion.
Version information updated at Mon Nov 13 16:57:41 CET 2023
~

~

CPU Type 'QEMU Virtual CPU version 2.5+

2 CPUs: 1 package(s) x 2 core(s)
AES-NI CPU Crypto: Yes (inactive)
QAT Crypto: No

Hardware crypto  Inactive

Kernel PTI Enabled

MDS Mitigation Inactive

Uptime 23 Hours 34 Minutes 12 Seconds
Current date/time  Mon Nov 13 17:01:00 CET 2023

DNS server(s) +127.0.01

<1111

+192.168.1.254
Last config ‘Sun Nov 12 21:54:05 CET 2023
change

State table size
N9% (2AA7ANANNNN Showw etatac

+0
Netgate Services And Support [-Xx]

Contract type nunity Supy

Munity Suppe

NETGATE AND pfSense COMMUNITY SUPPORT RESOURCES

If you purchased your pfSense gateway firewall appliance from Netgate and elected
Community Support at the point of sale or installed pfSense on your own
hardware, you have access to various community support resources. This includes
the NETGATE RESOURCE LIBRARY.

You also may upgrade to a Netgate Global Technical Assistance Center (TAC)
Support subscription. We're always on! Our team is staffed 24x7x365 and
committed to delivering enterprise-class, worldwide support at a price point that is
more than competitive when compared to others in our space.

+ Upgrade Your Support + Community Support Resources

+ Netgate Global Support FAQ  + Official pfSense Training by Netgate

+ Netgate Professional Services  + Visit Netgate.com

If you decide to purchase a Netgate Global TAC Support subscription, you
MUST have your Netgate Device ID (NDI) from your firewall in order to
validate support for this unit. Write down your NDI and store it in a safe place.
You can purchase TAC supports here.

~
(53

Interfaces [x]

&% LAN100 4 10Gbase-T <full- 192.168.1.253
duplex> 2a01:e0a:df2:90b0:a07f.98ff feef dbfe

smNASI00 4 10GbaseT <full
duplex>

192.168.4.254

SR CONT200 /N 10Gbase-T <full- 192.168.2.254

Ensuite, sélectionnez I'interface sur laquelle vous souhaitez appliquer la regle (ici DMZ300) :
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Fisense
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Firewall / Rules/ DMZ300 =uwEe

Floating LAN100 NAS400 CONT200 DMZ300 LAB500 HOSTING600

Rules (Drag to Change Order)

@ States Protocol Source Port  Destination Port  Gateway Queue  Schedule Description Actions

O « 0/456MiB 1Pya+6 + DMZ300 net * none Allow all $L00m%
(e

Fonctionnement de la table

Pour chaque interface, vous pouvez voir apparaitre les regles qui seront appliqguées pour chaque
paquet qui passe sur l'interface dans I'ordre du haut vers le bas.

Le paquet va donc étre testé par chacune des regles :

e Dans le cas ou la régle match avec le paquet, I'action définie lui sera appliquée (PASS,
BLOCK ou REJECTED).

e Dans le cas ou la regle ne match pas avec le paquet, le paquet va étre testé par la regle
en dessous et ainsi de suite.

Vous remarquerez que l'ordre des regles est capital.

Autoriser un flux

Pour I'exemple, nous allons créer une regle pour autoriser les connexions sortantes HTTP sur
I'interface de la DMZ300.

Commencez par cliquer sur Add et définissez les options suivantes :

e Action : PASS

Protocol : TCP

Source : DMZ300 Net

Destination : any

Destination Port Range : From HTTP (80) to HTTP (80)
Description : Allow HTTP
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Flisense

COMMUNITY EDITION

Firewall / Rules / Edit ZwE @

Edit Firewall Rule

Action Pass W
Choose what to do w
Hint: the difference
whereas with block the packet is d

ct, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,

case, the original packet is discarded.

Disabled [l Disable this rule

Set this option to disable this rule without removing it from the list

Interface OMZ300 w

Choose the interface from which packets must come to match this rule

Address Family 1Pwd w

wersion this rule applies to

Protocol TCR v

Choose which IP protocol this rule should match

Source [l Inwert match DMZ300 net

==

The Source Port Range for a con
its default value, any

equal to the destination port. In most cases this setting must remain at

= typically random and almost ne

Destination O Imvert match any
Destination Port Range HTTP (E0) v HTTP (B0} v
Fraom Ta Cu

Specify the destination port or port range for this nule. The "To™ field may be left empty if only filtering a single port

Extra Options

Log Ol Log packets that are handled by this rule

sace. Don't turm on logging for everything. If doing a lot of logging, consider using & remote sy

Hint: the firewall has limited local log
the Status: System Logs: Settings

Description Allow HTTP

scription may be entered here for administrative reference. A maximum of 52 characters will be used in the ruleset and displayed in the fi

rewrall

Vous pouvez appuyer sur Save puis Apply Changes pour appliquer les changements :
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COMMUNITY EDITION

=l E e

+” Apply Changes

Floating LAN100 NAS400 CONTZ200 DMZ300 LAB500 HOSTING600

N
Rules (Drag to Change Order)
O States Protocol Source Port Destination Port Gateway  Queue  Schedule Description Actions
O « 0/0B IPv4 TCP  DMZ300 net * * 80 (HTTP)  * none Allow HTTP L S00MmX
0O + 0/456MiB IPv4+6 * DMZ300 net * * * none Allow all 32 00mx

*

Bloguer un flux

Maintenant si vous souhaitez bloquer un flux, vous pouvez procéder a la méme opération en
modifiant simplement I'action PASS par BLOCK.
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