[Forensic] NetworkMiner

Introduction

Le logiciel NetworkMiner est disponible sur Windows et Linux pour analyser les fichiers PCAP. Il
permet notamment d'afficher des informations comme les fichiers échangés, les secrets ou autre a

travers des sous-menus.

NetwarKMiner

Installation

Debian

sudo apt install mono-devel && wget https://www.netresec.com/?download=NetworkMiner -O /tmp/nm.zip &&
sudo unzip /tmp/nm.zip -d /opt/ && cd /opt/NetworkMiner* && sudo chmod +x NetworkMiner.exe && sudo

chmod -R go+w AssembledFiles/ && sudo chmod -R go+w Captures/

Puis lancez NetworkMiner :



cd /opt/NetworkMiner* && mono NetworkMiner.exe --noupdatecheck

Interface

MetworkMin

File Tools Help
iles (853) | Images | Messages | Credentials (8) | Sessions (491} | DNS (1753) | Parameters {15437) | Keywords | Anomalies |

Filter: | |String ﬂ Clear Apply

Sort Hosts On: |IF‘ Address (ascending) ﬂ Sort and Refresh |

1 0.0.0.0 [DESKTOP-L8C5GS]] (Windows) -
vf-,l 3.82.67.153 [aragom-prod-va-acai-lb.inbake.com] [aragom-virg-prod.inbake.com] [ag.innovid.com]

216.183.144 [aragom-prod-va-acai-lb.inbake.comn] [aragom-vi
86.160 [aragom-prod-va-acai-lb.inbake.com] [aragam
3.225.121.10 [aragom-prod-va-acai-lb.inbake.com] [aragom-v
-f-,l 4.150.155.223 [prod-agic-cu-3.centralus.cloudapp.azure.com] [prod-atm-wds-apprep.trafficmanager.net] [checkappexec.microsoft.cc
@,l 4.153.72.49 [vmss-clarity-ingest-eus2-c.eastus2 . cloudapp.azure.com] [i.clarityms] [a.clarity.ms]

5.161.111.190 [poal.ntp.org]

J 5.252.153.241 [5.252.153.241]

10.1.17.1

' 10.1.17.2 [win-gsh54qlw48d bluemoontuesday.com] [BLUEMOONTUESDAY] [WIN-G5HS4QLW48D. bluemoontuesday.com] (Windows)
' 10.1.17.215 [DESKTOP-L8C5GS]] [DESKTOP-LEC5GS).bluemoontuesday.com] [desktop-18c5as|] (Windows)

@ 10117255

vf-.l 13.71.55.58 [settings-prod-cin-2.centralindia.cloudapp.azure.com] [atm-settingsfe-prod-geo2 trafficrmanager.net] [settings-win.data.
Q.l 13.89.179.11 [onedscolprdcus15.centralus.cloudapp.azure.com] [win-global-asimov-leafs-events-data.trafficrnanager.net] [v20.ever
13.107.21.237 [dual-a-0034.a-msedge.net] [c-bing-com.dual-a-0034.a-msedge.net]

-f-,l 13.107.21.239 [dual-a-0036.a-msedge.net] [edge-microsoft-com.dual-a-0036.a-msedge.net] [edge.microsoft.com]

@,l 13.107.42.14 [I-0005.1-msedge.net] [www-linkedin-com.|l-0005.I-msedge.net] [dc.ads.linkedin.com] [www.linkedin.com]

vf-,l 13.107.42.16 [I-0007 l-msedge.net] [config-edge-skype.|-0007 |-msedge.net] [config.edge skype.com]

vg-,l 13.107.246.57 [s-part-0029.t-0009 t-msedge.net] [shed.dual-low.s-part-0029.t-0009.t-msedge.net] [static.edge.microsoftapp.net] [ed
17.253.6.37 [time.g.aaplimg.com] [time.apple.com]

J-prod.inbake.com]
prod.inbake.com]
g-prod.inbake.com]

o

17.253.6.45 [time.g.aaplimg.com] [time.apple.com]

vf-,l 17.253.26.251 [time.g.aaplimg.com] [time.apple.com]

vf-.l 20.10.31.115 [wns.notifytrafficrnanager.net] [client.wns.windows.com]

Q.l 20.42.73.27 [onedscolprdeus12.eastus.cloudapp.azure.com] [win-global-asimov-leafs-events-data.trafficmanagernet] [v10.events.c

é,l 20.44.239.154 [settings-prod-sea-1.southeastasia.cloudapp.azure.com] [atm-settingsfe-prod-geo 2. trafficmanagernet] [settings-win.

-f-,l 20.96.153.111 [iris-de-prod-azsc-v2-eus2.eastus2.cloudapp.azure.com] [fd-api-iris.trafficmanager.net] [fd.api.iris.microsoft.com] [arc

@,l 20.125.63.4 [g-msn-pme.trafficmanager.net] [g.msn.com] [g.live.com]

vgl 20.125.209.212 [c-msn-pme.trafficmanager.net] [c.msn.com] [c1.microsoft.com]

vf-,l 20.189.173.8 [onedscolprdwus07 .westus.cloudapp.azure.com] [win-global-asimov-leafs-events-data.trafficrnanager.net] [le_eveitf,j
»
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Case Panel

Filename | MD5

2025-01-2 578dad6"

Reload Case Files

Buffered Frames to Parse:
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