[Exploitation/Web] SSRF

Introduction

Le SSRF pour Server-Side Request Forgery est une vulnérabilité ou un attaquant exploite une
fonctionnalité d’'un serveur pour envoyer des requétes illégitimes. Contrairement aux attaques
traditionnelles, le SSRF tire parti de la capacité du serveur a faire des requétes en son nom,
permettant ainsi a I'attaquant de contourner les restrictions de sécurité. Cela peut conduire a
I'acceés non autorisé a des systémes internes, a I'exfiltration de données, ou méme a I'exécution de

commandes sur le serveur ciblé.
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SSRF (SERVER-SIDE REQUEST FORGERY) IS A VULNERABILITY THAT ALLOWS AN ATTACKER TO FORCE A SERVER TO
MAKE UNAUTHORIZED HTTP REQUESTS. THIS CAN GIVE ACCESS TO INTERNAL RESOURCES OR ALLOW ATTACKS ON
EXTERNAL SERVICES. IT IS EXPLOITED BY MANIPULATING NON-VALIDATED URLS IN WEE APPLICATIONS.

ENTRY POINT IDENTIFICATION: THE ATTACKER FINDS AN ENTRY POINT IN
1 A'WEEB APPLICATION THAT ALLOWS A URL TO BE ENTERED, SUCH AS AN

- INPUT FIELD IN A FORM.

INSERTION OF A MALICIOUS URL: THE ATTACKER PROVIDES A h

CRIMINAL 2 MALICIOUS URL POINTING TO A RESOURCE CONTROLLED BY THE
ATTACKER OR TO AN ADDRESS HE WANTS TO EXPLORE.

.COM /PAGE?=HTTP: / /INTERNAL-SERVER /ADMINISTRATOR
NORMAL LINK
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t.-\!j) REQUEST PROCESSING BY THE SERVER: THE WEB

CRITICAL POINT f APPLICATION PROCESSES THE URL PROVIDED
WITHOUT PROPERLY VALIDATING THE USER'S
INPUT AND MAKES THE REQUEST TO THE
MALICIOUS LINK.
LINK TO INTERMNAL RESOURCE . . INK TO EXTERNAL RESOURCE
HTTP: / /INTERNAL-SERVER /CONFIDENTIAL-DATA ; HTTP: / /ATTACKER-SITE.COM /MALICIOUS SITE
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