[Active Directory] NTLM

Introduction

Avant l'arrivée du protocole Kerberos, NTLM (NT LAN Manager) était le systeme d'authentification
par défaut de Windows dans un environnement Active Directory.
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NTLM v1 Protocol explained

Client Server Domain Controller

Hey, I want to authenticate
NTLM NEGOTIATE -
e e L ——

Username: "Narek" 6 Let me check g

/® DC lookups this user's
password hash Gin its SAM
i’ Username: "Narek" base, and encrypts the initial
Initial Challenge with it.

Encrypted Challenge That becomes DC's own
version of the encrypted
challenge ().

= £722492a24085¢c0
3 Encrypting...

Client encrypts the with user's password
hash g using the MD4 hashing algorithm.

Encrypted Challenge =

It is trying to reproduce the
encrypted Challenge( ).

If the result (| ') matches the
encrypted Challenge ('),

NETLOGON_VALIDATION_SAM_INFO it proves the client *is* who he
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A 7 Responding to Server
! pretends to be!

4 Hereis the encrypted Challenge
If success, DC answers with info on

/ J o
______ ETL_KLAL_TEEET}ETE R the user (PAC) + Auth data... Answering to Server...

Authorized
Authorized.
Authenticated session established

Logon Failure
Logon Failure Else, DC answer "Logon failure”
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